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Analysis
@® Critical Medium Minor / Informative ® Pass
Severity Code Description Status
[ ST Stops Transactions Passed
o OTUT Transfers User's Tokens Passed
[ ) ELFM Exceeds Fees Limit Passed
o MT Mints Tokens Passed
o BT Burns Tokens Passed

o BC Blacklists Addresses Passed
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Diagnostics
@® Critical Medium Minor / Informative
Severity Code Description Status

ESN ERC20 Standard Non-Compliance Unresolved
IDI Immutable Declaration Improvement Unresolved
PLPI Potential Liquidity Provision Inadequacy Unresolved
RRA Redundant Repeated Approvals Unresolved
LO2 State Variables could be Declared Constant Unresolved
LO4 Conformance to Solidity Naming Conventions Unresolved
LO5 Unused State Variable Unresolved
LO9 Dead Code Elimination Unresolved
L20 Succeeded Transfer Check Unresolved
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Risk Classification

The criticality of findings in Cyberscope’s smart contract audits is determined by evaluating

multiple variables. The two primary variables are:

1. Likelihood of Exploitation: This considers how easily an attack can be executed,
including the economic feasibility for an attacker.
2. Impact of Exploitation: This assesses the potential consequences of an attack,

particularly in terms of the loss of funds or disruption to the contract's functionality.
Based on these variables, findings are categorized into the following severity levels:

1. Critical: Indicates a vulnerability that is both highly likely to be exploited and can
result in significant fund loss or severe disruption. Immediate action is required to
address these issues.

2. Medium: Refers to vulnerabilities that are either less likely to be exploited or would
have a moderate impact if exploited. These issues should be addressed in due
course to ensure overall contract security.

3. Minor: Involves vulnerabilities that are unlikely to be exploited and would have a
minor impact. These findings should still be considered for resolution to maintain
best practices in security.

4. Informative: Points out potential improvements or informational notes that do not
pose an immediate risk. Addressing these can enhance the overall quality and

robustness of the contract.

Severity Likelihood / Impact of Exploitation
e Ciritical Highly Likely / High Impact
Medium Less Likely / High Impact or Highly Likely/ Lower Impact

Minor / Informative Unlikely / Low to no Impact
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Review
Contract Name KOMA
Compiler Version v0.8.18+commit.87f61d96
Optimization 200 runs
Explorer https://bscscan.com/address/0Oxd5eaaac47bd1993d661bc087e
15dfb079a7f3c19
Address Oxd5eaaac47bd1993d661bc087e15dfb079a7f3c19
Network BSC
Symbol KOMA
Decimals 18
Total Supply 1,000,000,000
Badge Eligibility Yes
Audit Updates
Initial Audit 6 Dec 2024
Source Files
Filename SHA256
KOMA.sol 786eca351dad2edabdc744ff7f0a719b065d85cf850b4f019a0c06362e3

dd8dd7


https://bscscan.com/address/0xd5eaaac47bd1993d661bc087e15dfb079a7f3c19
https://bscscan.com/address/0xd5eaaac47bd1993d661bc087e15dfb079a7f3c19
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Findings Breakdown

@ Critical 0
9 Medium 0

Minor / Informative 9

Severity Unresolved Acknowledged Resolved  Other
® Critical 0 0 0 0
Medium 0 0 0 0

Minor / Informative 9 0 0 0
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ESN - ERC20 Standard Non-Compliance

Criticality Minor / Informative

Location KOMA.sol#L251

Status Unresolved
Description

The preTxCheck function inthe contract includes a requirement that the transfer
amount must be greater than zero. However, the ERC20 standard does not impose such a
restriction, allowing transfers of zero tokens. By preventing zero-value transfers, the
contract deviates from the expected behavior of an ERC20 token. Some systems and
applications interacting with the contract may expect the ability to perform zero-value

transfers as a legitimate operation.

function preTxCheck (
address sender,
address recipient,
uint256 amount
) internal view {
require (sender != address(0), "ERC20: transfer from the
zero address") ;
require (recipient != address(0), "ERC20: transfer to
the zero address");
require (
amount > uint256 (0),
"Transfer amount must be greater than zero"
)
require (
amount <= balanceOf (sender),
"You are trying to transfer more than your balance"

) ;
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Recommendation

It is recommended that the contract be updated to allow transfers with a zero amount to
maintain full compatibility with the ERC20 standard. Removing this restriction will ensure
that any ERC20-compliant systems can interact with the token without encountering issues

due to this check.
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IDI - Immutable Declaration Improvement

Criticality Minor / Informative

Location KOMA.sol#L185

Status Unresolved
Description

The contract declares state variables that their value is initialized once in the constructor
and are not modified afterwards. The immutable is a special declaration for this kind of

state variables that saves gas when it is defined.

pair

Recommendation

By declaring a variable as immutable, the Solidity compiler is able to make certain
optimizations. This can reduce the amount of storage and computation required by the

contract, and make it more gas-efficient.
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PLPI - Potential Liquidity Provision Inadequacy

Criticality Minor / Informative
Location KOMA.sol#L308
Status Unresolved
Description

The contract operates under the assumption that liquidity is consistently provided to the
pair between the contract's token and the native currency. However, there is a possibility
that liquidity is provided to a different pair. This inadequacy in liquidity provision in the main
pair could expose the contract to risks. Specifically, during eligible transactions, where the
contract attempts to swap tokens with the main pair, a failure may occur if liquidity has
been added to a pair other than the primary one. Consequently, transactions triggering the

swap functionality will result in a revert.

function swapTokensForETH (uint256 tokenAmount) private {

address|[] memory path = new address|[] (2);
path[0] = address (this);
path[1l] = router.WETH() ;

_approve (address (this), address (router), tokenAmount);

router.swapkExactTokensForETHSupportingFeeOnTransferTokens (
tokenAmount,
0,
path,
address (this),
block.timestamp
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Recommendation

The team is advised to implement a runtime mechanism to check if the pair has adequate
liquidity provisions. This feature allows the contract to omit token swaps if the pair does not

have adequate liquidity provisions, significantly minimizing the risk of potential failures.

Furthermore, the team could ensure the contract has the capability to switch its active pair

in case liquidity is added to another pair.

Additionally, the contract could be designed to tolerate potential reverts from the swap
functionality, especially when it is a part of the main transfer flow. This can be achieved by
executing the contract's token swaps in a non-reversible manner, thereby ensuring a more

resilient and predictable operation.



Koma Inu Token Audit 13

RRA - Redundant Repeated Approvals

Criticality Minor / Informative
Location KOMA.sol#L308
Status Unresolved
Description

The contract is designed to approve token transfers during the contract's operation by
calling the _approve function before specific operations. This approach results in additional
gas costs since the approval process is repeated for every operation execution, leading to

inefficiencies and increased transaction expenses.

function swapTokensForETH (uint256 tokenAmount) private {

address|[] memory path = new address|[] (2);
path[0] = address(this) ;
path[1l] = router.WETH() ;

_approve (address (this), address (router), tokenAmount);

router.swapExactTokensForETHSupportingFeeOnTransferTokens (
tokenAmount,
0,
path,
address (this),
block.timestamp

Recommendation

Since the approved address is a trusted third-party source, it is recommended to optimize
the contract by approving the maximum amount of tokens once in the initial set of the
variable, rather than before each operation. This change will reduce the overall gas

consumption and improve the efficiency of the contract.
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LO2 - State Variables could be Declared Constant

Criticality Minor / Informative
Status Unresolved
Description

State variables can be declared as constant using the constant keyword. This means that
the value of the state variable cannot be changed after it has been set. Additionally, the

constant variables decrease gas consumption of the corresponding transaction.

uint256 private totalSupply = 1 000 000 000 * (10 **
_decimals)

uint256 private initFee = 3000

uint256 private denominator = 10000

Recommendation

Constant state variables can be useful when the contract wants to ensure that the value of a
state variable cannot be changed by any function in the contract. This can be useful for
storing values that are important to the contract's behavior, such as the contract's address
or the maximum number of times a certain function can be called. The team is advised to

add the constant keyword to state variables that never change.
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L04 - Conformance to Solidity Naming Conventions

Criticality Minor / Informative
Location KOMA.sol#L97,142,143,144,159,160,235,284,450,469
Status Unresolved

Description

The Solidity style guide is a set of guidelines for writing clean and consistent Solidity code.
Adhering to a style guide can help improve the readability and maintainability of the Solidity

code, making it easier for others to understand and work with.
The followings are a few key points from the Solidity style guide:

1. Use camelCase for function and variable names, with the first letter in lowercase
(e.g., myVariable, updateCounter).

2. Use PascalCase for contract, struct, and enum names, with the first letter in
uppercase (e.g., MyContract, UserStruct, ErrorEnum).

3. Use uppercase for constant variables and enums (e.g., MAX_VALUE,

ERROR_CODE).

Use indentation to improve readability and structure.

Use spaces between operators and after commas.

Use comments to explain the purpose and behavior of the code.

N o A

Keep lines short (around 120 characters) to improve readability.

function WETH () external pure returns (address);

string private constant name = "Koma Inu"
string private constant symbol = "KOMA"
uint8 private constant decimals = 18

uint256 public TOKEN_ SALE THRESHOLD
address payable public marketing receiver
address _address

bool enabled

uint256 sell

uint256 buy

uint256 amount



g lelCIgsTolole Il  |<oma Inu Token Audit

Recommendation

By following the Solidity naming convention guidelines, the codebase increased the
readability, maintainability, and makes it easier to work with.
Find more information on the Solidity documentation

https://docs.soliditylang.org/en/stable/style-guide.html#naming-conventions.

16


https://docs.soliditylang.org/en/stable/style-guide.html#naming-conventions
https://docs.soliditylang.org/en/stable/style-guide.html#naming-conventions
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LO5 - Unused State Variable

Criticality Minor / Informative

Location KOMA.sol#L155

Status Unresolved
Description

An unused state variable is a state variable that is declared in the contract, but is never
used in any of the contract's functions. This can happen if the state variable was originally

intended to be used, but was later removed or never used.

Unused state variables can create clutter in the contract and make it more difficult to
understand and maintain. They can also increase the size of the contract and the cost of

deploying and interacting with it.

uint256 private initFee = 3000

Recommendation

To avoid creating unused state variables, it's important to carefully consider the state
variables that are needed for the contract's functionality, and to remove any that are no

longer needed. This can help improve the clarity and efficiency of the contract.
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L09 - Dead Code Elimination

Criticality Minor / Informative

Location KOMA.sol#1.322,326

Status Unresolved
Description

In Solidity, dead code is code that is written in the contract, but is never executed or
reached during normal contract execution. Dead code can occur for a variety of reasons,

such as:

e Conditional statements that are always false.
e Functions that are never called.

e Unreachable code (e.g., code that follows a return statement).

Dead code can make a contract more difficult to understand and maintain, and can also

increase the size of the contract and the cost of deploying and interacting with it.

function max (uint256 a, uint256 b) internal pure returns
(uint256) {
return a > b ? a : b;

function min (uint256 a, uint256 b) internal pure returns
(uint256) {
return a < b ? a : b;

Recommendation

To avoid creating dead code, it's important to carefully consider the logic and flow of the
contract and to remove any code that is not needed or that is never executed. This can help

improve the clarity and efficiency of the contract.
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L20 - Succeeded Transfer Check

Criticality Minor / Informative

Location KOMA.sol#L452

Status Unresolved
Description

According to the ERC20 specification, the transfer methods should be checked if the result
is successful. Otherwise, the contract may wrongly assume that the transfer has been

established.

IERC20 (_address) .transfer (msg.sender, amount)

Recommendation

The contract should check if the result of the transfer methods is successful. The team is
advised to check the SafeERC20 library from the Openzeppelin library.


https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/token/ERC20/utils/SafeERC20.sol
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Functions Analysis

Contract

Ownable

KOMA

Type

Function Name

Implementation

isOwner

transferOwnership

renounceOwnership

Implementation

name

symbol

decimals

getOwner

totalSupply

balanceOf

transfer

allowance

setisExempt

approve

circulatingSupply

Bases

Visibility Mutability

Public 4

Public

Public v

Public v

IERC20,
Ownable

Public v

External

Payable

Public

Public

Public

External

Public

Public

Public v

Public

External v

Public 4

Public

Modifiers

onlyOwner

onlyOwner

Ownable

onlyOwner
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preTxCheck

_transfer

setStructure

swapAndLiquify

swapTokensForETH

max

min

shouldSwapBack

swapBack

shouldTakeFee

getTotalFee

takeFee

transferFrom

_approve

startTrading

checkTradingAllowed

rescueETH

rescueERC20

setMarketingReceiver

setTokenSaleThreshold

setSwapAndLigEnabled

Internal

Private

External

Private

Private

Internal

Internal

Internal

Internal

Internal

Public

Internal

Public

Private

External

Internal

External

External

External

External

External

onlyOwner

lockTheSwap

onlyOwner

onlyOwner

onlyOwner

onlyOwner

onlyOwner

onlyOwner
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Inheritance Graph

(i) o
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Flow Graph
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Summary

Koma Inu contract implements a token mechanism. This audit investigates security issues,
business logic concerns and potential improvements. Koma Inu is an interesting project that
has a friendly and growing community. The Smart Contract analysis reported no compiler

error or critical issues.

The contract's ownership has been renounced. The information regarding the transaction

can be accessed through the following link:

https://bscscan.com/ix/0x6c42822e468ec452ace7ef0b72baf8c76bf95002630ac88a427718
1a1d838826


https://bscscan.com/tx/0x6c42822e468ec452ace7ef0b72baf8c76bf95b02630ac88a4277f81a1d838826
https://bscscan.com/tx/0x6c42822e468ec452ace7ef0b72baf8c76bf95b02630ac88a4277f81a1d838826
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Disclaimer

The information provided in this report does not constitute investment, financial or trading
advice and you should not treat any of the document's content as such. This report may not
be transmitted, disclosed, referred to or relied upon by any person for any purposes nor
may copies be delivered to any other person other than the Company without Cyberscope’s
prior written consent. This report is not nor should be considered an “endorsement” or
“disapproval” of any particular project or team. This report is not nor should be regarded as
an indication of the economics or value of any “product” or “asset” created by any team or
project that contracts Cyberscope to perform a security assessment. This document does
not provide any warranty or guarantee regarding the absolute bug-free nature of the
technology analyzed, nor do they provide any indication of the technologies proprietors'
business, business model or legal compliance. This report should not be used in any way to
make decisions around investment or involvement with any particular project. This report
represents an extensive assessment process intending to help our customers increase the
quality of their code while reducing the high level of risk presented by cryptographic tokens

and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk
Cyberscope’s position is that each company and individual are responsible for their own
due diligence and continuous security Cyberscope’s goal is to help reduce the attack
vectors and the high level of variance associated with utilizing new and consistently
changing technologies and in no way claims any guarantee of security or functionality of the
technology we agree to analyze. The assessment services provided by Cyberscope are
subject to dependencies and are under continuing development. You agree that your
access and/or use including but not limited to any services reports and materials will be at
your sole risk on an as-is where-is and as-available basis Cryptographic tokens are
emergent technologies and carry with them high levels of technical risk and uncertainty. The
assessment reports could include false positives false negatives and other unpredictable

results. The services may access and depend upon multiple layers of third parties.



About Cyberscope

Cyberscope is a blockchain cybersecurity company that was founded with the vision to
make web3.0 a safer place for investors and developers. Since its launch, it has worked
with thousands of projects and is estimated to have secured tens of millions of investors’

funds.

Cyberscope is one of the leading smart contract audit firms in the crypto space and has

built a high-profile network of clients and partners.

The Cyberscope team

cyberscope.io


https://www.cyberscope.io

